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Abstract—Security nowadays is a major issue. Day by day, privacy breaches are becoming more prevalent and easy to cause. To reduce 

and even prevent unauthorized cyber security attacks, organizations are taking various measures in handling these. With state-of-the-art 

technology flourishing exponentially, we're here to put forth ideas for reducing cyber-attacks to a great extent. The idea is to create a 

fusion of image processing, voice recognition, and password protection to build a robust and effective anti-security attack system. After 

face recognition, security steps have been provided through voice recognition and then with the use of keyword generators, the entire 

process would protect the targeted items in a dynamic way. To ensure the system works at a substantially fast speed, the space and time 

complexity of the algorithm has been properly pointed. The complexity of data finding has been minimized by using hashing functions. 
Index terms- Image Processing, Voice Recognition, and Code Generator 

  
1. Introduction: 
 
The internet is indeed a blessing – however this immense 

web of connectivity permits vulnerability of private 

information, and ease of access of this information in 

unauthorized manners.  
Face recognition algorithms are becoming a dominant 

source of information pool nowadays. The most common 

technology used behind this is image processing. And 

ultimately, the use of image processing can be implemented 

as a very powerful tool for access control. As every human 

being has a uniquely identifiable facial structure, it is proper 

to use this feature to the advantage of cyber security. 

Another very popular tool for securing systems is speech 

recognition. From the technology perspective, speech 

recognition has a long history with several waves of major 

innovations. Most recently, the field has benefited from 

advances in deep learning and big data. The advances are 

evidenced not only by the surge of academic papers 

published in the field, but more importantly by the 

worldwide industry adoption of a variety of deep learning 

methods in designing and deploying speech recognition 

systems. [15] Similar to how each person has unique and 

specific facial features, they have unique voices as well.  
Combining these two advanced technologies with a third 

but very common and popular tool, it can be determined 

that the future of cyber security attacks will be reduced to 

great percentage. The third and final tool in question is the 

code generator. Automatic Code Generation refers to using 

programs to generate code that the user would otherwise 

have to write themselves. 

 
2. Aims and Objectives:  

i) To prevent unauthorized access 

ii) To determine the advent of cyber-crime.  
iii) To determine how bio security reduces the 

treat of cyber-crimes. 

 
3. Data Analysis:   
Understanding the nature and function of cyber-crimes and 

network security; the qualitative descriptive mechanism is 

the most ideal means of collecting and analyzing data due 

to the flexibility, adaptiveness, and immediacy of the topic. 

This brings inherent biases, but another characteristic of 

such research is to identify and monitor these biases, thus 

including their influence on data collection and analysis 

rather than trying to eliminate them. Finally, data analysis 

in an interpretive qualitative research design is an inductive 

process. Data are richly descriptive and contribute 

significantly to this research. [17] 

 
4. Code Generator: 
 
Automatic code generation has certain advantages over 

traditional coding. 

i) High Quality 

ii) Consistent 

iii) Productive  
iv) Coding Abstractly  

Passive- Passive code generators creates code, then has 

nothing more to do with the project.  
Active- Active code generators create code then keep 

track of that code during its lifecycle.  

 

 
 
 
 
 
 
           

               
             Fig.-1: Various Types of Virus

Fig-2: Code Generation [18] 
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5. Facial Recognition:  
Facial expression detection is not a very modern concept. 

In old days, facial expression detection was in practice in 

the field of science and technology. Scientists in ancient 

times used face detection in their researches. In the book 

“Aristotle’s De Motu Anamaliam”, [8] written by Martha 

Carven Nussbaum mentioned the facial symptoms of 

animals. Facial Expression Recognition Using Back 

Propagation algorithm is a very common Facial Expression 

Recognition technique. It is done by Indra  
Adji Sulistijono, Zaqiatud Darojah Naoyuki Kubota 

Abdurahman Dwijotomo, Dadet Pramadihanto from 

Indonesia and Japan University. At first, it is important that 

the machine can detect and track the face. This procedure 

used face capturing to capture moving faces. The method 

used to recognize the facial expression in this work is back 

propagation neural network. Ekman and Friesen [8] 

developed the facial action coding system (FACS) to 

measure the facial behavior. The FACS codes different 

facial movements into Action Units (AU) based on the 

underlying muscular activity that produces momentary 

changes in the facial expression. An expression is further 

recognized by correctly identifying the action unit or 

combination of action units related to a particular 

expression.[9]. 

Tells the identification of the nature of the noise is an 

important part in determining the type of filtering that is 

needed for rectifying the noisy image. Mehrabian [10] 

pointed out that 7% of human communication information 

is communicated by linguistic language (verbal part), 38% 

by paralanguage (vocal part) and 55% by facial expression. 

Therefore, facial expressions are the most important 

information for emotions perception in face to face 

communication. For classifying facial expressions into 

different categories, it is necessary to extract important 

facial features which contribute in identifying proper and 

particular expressions. Pentland uses a nearest neighbor 

classifier while feature-line-based methods explained by Li 

and Lu in [11], replace the point-to-point distance with the 

distance between a point and the feature line linking two 

stored sample points. The face regions are located by 

matching the window patterns at different image locations 

and scales against the distribution-based face model. Yang 

et al. [12] proposed a hierarchical knowledge-based method 

consisting of three levels for detecting the face region and 

then locating facial components in an unknown picture. 

Mosaic images of different resolutions are used in the two 

higher levels. In order to improve the level of detection 

reliability, the lighting effect is also considered and 

alleviated for the possible face regions. Two sets of rules 

based on the characteristics of a human face region are 

applied to the mosaic images. At third level, the edges of 

facial components are extracted for the verification of face 

candidates. However, the computational requirements of 

these methods may be too high for some applications, 

which may be unable to detect and locate a tilted human 

face reliably. Sung et al. [13] proposed an example-based 

learning approach for locating vertical frontal views of 

human faces in complex scenes. A decision-making 

procedure is trained based on a sequence of  
Face and non-face examples. Six facial clusters and six 

non-facial clusters are obtained according to normalized 

frontal face patterns [14]. 
 
 

 

6. Proposed Methodology  
To identify a person from several persons using Facial 

Expression Detection is a very efficient modern 

technology. The basic idea of Facial Expression Detection 

consists of the following steps of capturing image.                
 
 
 
 
 
 
 
 
 
 

 

 

Then feed the feature into the machine i.e. into the neural 

network. Then another unknown image sequence of 

unknown person was taken as input. From that, input 

images are also generated. The similarity of the input image 

with the trained data  
Are calculated and result was shown to the user.  
 
 
 
 
 
 
 
 
 
 
 

 

 

Fig-4: System Architecture 
 

 

When the user initially registers, and creates an account, 

his/her image of their face and a voice clip is recorded and 

taken as input and stored into the system’s database. The 

next time the user attempts to log in, and automatic code is 

generated which then causes the webcam and speaker to be 

activated on the user’s device. The person then has to speak 

aloud the generated code. The voice and face recognition 

software will then match the voice and image input with the 

ones stored in the database for that specific user. If they 

match, the user will then be allowed access, otherwise not. 
 
6.1 Capturing Frames  
A camera is used to capture people from a specific distance 

in front of his face. The camera stores data into hard disk of 

computer. For the identification purpose the captured 

images are stored in computer and then compared with the 

storage image to find the matched image. To verify a person 

if he is an authenticated or not in the area the small image 

of possibly one gait cycle are storage in a very fast and near 

storage. The most relative image is considered to be the 

output. 
 
 

 

 

Fig-3: Code Generation 

International Journal of Scientific & Engineering Research Volume 9, Issue 2, February-2018
ISSN 2229-5518 1,321

IJSER © 2018
http://www.ijser.org

IJSER



 

 

6.2 Edge Detection 
 
By subtracting the background of the three frames as shown 

below we get the following temporary image. The 

background subtracted images are then used to get the 

binary image. Binary images contain only the black (0) or 

white (1). From these binary images GEI is extracted. The 

Canny edge detector uses a filter based on the first 

derivative of a Gaussian, because it is susceptible to noise 

present on raw unprocessed image data, so to begin with, 

the raw image is convolved with a Gaussian filter. The 

result is a slightly blurred version of the original which is 

not affected by a single noisy pixel to any significant 

degree. The ne next is finding the intensity gradient of the 

image. An edge of an image may point in a variety of 

directions, so the Canny algorithm uses four filters to detect 

horizontal, vertical and diagonal edges in the blurred image. 

The edge detection operator Roberts, Prewitt, Sobel for 

example returns a value for the first derivative in the 

horizontal direction (Gy) and the vertical direction (Gx). 

From this the edge gradient and direction can be determined 

as following. 
 
|G| = |Gx| + |Gy|…….. ….. … . …. …. ….. … (i) 
 
Next is finding the edge direction. The formula for finding 

the edge direction is given below 
 
θ = tan-1(Gy /Gx)…… ….. …… ….. …. …. .(ii) 
 
The edge direction angle (θ) is rounded to one of four 

angles representing vertical, horizontal and the two 

diagonals (0). Once the edge direction is obtained, the next 

step is related the edge direction to a direction that can be 

traced in an image. Finally, hysteresis is used as a means of 

eliminating streaking. Hysteresis uses two thresholds, a 

high and a low. Any pixel in the image that has a value 

greater than T1 is presumed to be an edge pixel, and is 

marked as such immediately. Then, any pixels that are 

connected to this edge pixel and that have a value greater 

than T2 are also selected as edge pixels. We have 

implemented BPN algorithm to train data that has the 

following basic steps-

6.3 Voice Recognition: 
 
To convert speech to on-screen text or a computer command, a 

computer has to go through several complex steps. When you 

speak, you create vibrations in the air. The analog-to-digital 

converter (ADC) translates this analog wave into digital data 

that the computer can understand. To do this, it samples, or 

digitizes, the sound by taking precise measurements of the wave 

at frequent intervals. The system filters the digitized sound to 

remove unwanted noise, and sometimes to separate it into 

different bands of frequency (frequency is the wavelength of the 

sound waves, heard by humans as differences in pitch). It also 

normalizes the sound, or adjusts it to a constant volume level. It 

may also have to be temporally aligned. People don't always 

speak at the same speed, so the sound must be adjusted to match 

the speed of the template sound samples already stored in the 

system's memory.[16] 
 
Next the signal is divided into small segments as short as a few 
hundredths of a second, or even thousandths in the case of 
plosive consonant sounds -- consonant stops produced by 
obstructing airflow in the vocal tract -- like "p" or "t." The 
program then matches these segments to known phonemes in 
the appropriate language. A phoneme is the smallest element of 
a language -- a representation of the sounds we make and put 
together to form meaningful expressions. There are roughly 40 
phonemes in the English language (different linguists have 
different opinions on the exact number), while other languages 
have more or fewer phonemes.  
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig-6: Speech Recognition 

 

 

7. Attacks on Information: What are the Threats? 
 
Not forgetting that the latter are always a combination of tools 

that have to do with technology and human resources (policies, 

training). Attacks can serve several purposes including fraud, 

extortion, data theft, revenge or simply the challenge of 

penetrating a system. This can be done by internal employees 

who abuse their access permissions, or by external attackers to 

remotely access or intercept network traffic. At this stage of 

development of the “information-society” and computer 

technology, hacker’s is no longer new. 

Some date back to emergence of digital networks, a good few 

years ago, no doubt as access to electronic communication 

networks became more widespread, also went-by multiplying 

the number of those entering "illegally" to them, for different 

purposes. Another common attack on a computer system is the 

creation and distribution of malicious computer code, called 

“viruses”.[17] 
Figure 5: Canny edge detection from captured 

frame 
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8. Benefits of network Security 
 
1. Prevents unauthorized users from accessing your 

network/account. [17] 

2. Provides transparent access to Internet-enabled users. 

3. Ensures that sensitive data is transferred safely by the public 

network. 

4. Help your managers to find and fix security problems. 

5. Provides a comprehensive system of warning alarms attempt 

to access your network/account. 

 

9. Conclusion: 
 
In conclusion, it can be said that attacks on machines connected 

to the Internet have increased by a very large extent. 

Considering customer lists and records of shareholders, trading 

and marketing materials, marketing strategies and product 

design, a simple “hack” in the system can mean complete 

downfall of an entire organization. With advances in 

technology, no one is safe from an attack by hackers. It is quite 

effortless to gain control of a machine on the Internet that has 

not been adequately protected. Companies invest a significant 

portion of their money in protecting their information, since the 

loss of irreplaceable data is a real threat to their business. The 

technology boom in the development of networks, digital 

communications and advances in software technology allowed 

the birth of a virtual world whose ultimate expression is the 

Internet. In order to be safe from these in the modern day, it is 

necessary to use multiple methods of security simultaneously 

for maximum effectiveness and protection. Therefore, 

combining several technologies to build an even more robust 

security system is the ultimate target. 
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